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[Toxcuctemsl BBOga-BeiBoga WIiNdows paspabaThiBajlach C TEM pacyueToM,
YTOOBI JApaiiBEpbl MOXKHO OBLJIO YCTAHABIMBAThH U YJAJISATh AMHAMUYecKH. [Tpu sToM
tepMuH apaiieep B Windows ymoTpebnsiercs B 0ojiee IIUPOKOM CMBICIE, YeM
OOBIYHBIN TEPMUH ApaiiBep ycTpoiicTBa. DailyioBbIe CUCTEMBI - 3TO TOXKE JIpalBepHI,
HO Ooniee crnokHbie. OHU MPUHUMAIOT 3aMPOCHI BBOAA-BHIBOJIA, AaHATM3UPYIOT UX U, B
CBOIO OYepe/Ib, 00OpaIIaroTcs K ApaiiBepaM (pU3NUeCcKuX yCTPOUCTB.

Jl5is paboThl CHCTEMBI BBOJa-BhIBOJIa HEOOX0UMA TIOITIEPIKKA MapaIETbHOTO
BBITIOJIHEHHUSI, allapaTHO-TIPOrPAMMHON CHHXPOHU3AIUA W B3aMMHOTO HUCKITFOYCHUS

P JOCTYyIE K 001mumM Oydepam.

1 KoMnoHeHTbl noacucTeMbl BBoAa BbiBOoAA
Z[I/Icnequp BBOJAa-BbIBOAa IHOAKJIOYACT HpI/IJ'IO)KeHI/ISI nu CHUCTCMHBIC

KOMITIOHEHThl K BHUPTYaJbHBIM. JIOTHUYECKHUM M (PU3MYECKUM YCTPOICTBaM, a TaKxke
OIpenesnsieT UHPPaCTPyKTypy, HOAAEPKUBAIOILYIO JpaiBEPhl YCTPOUCTB.
JlpaiiBep ycTpoiicTBa, Kak PaBHJIO, MPEAOCTABISIET HHTEP(ENC BBOAA-BbIBOA JIJIS

YCTPOMCTB KOHKPETHOTO THIA. Takue ApavBepbl NMPUHUMAKOT OT AUCIIETYEPA BBOJA-
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BBIBOJIa KOMAH/Ibl, IPEIHA3HAYEHHBIE YIIPABIIEMbIM UMM YCTPOMCTBAM, U YBEIOMIIAIOT
JUCIIETYEP BBOJA-BBIBOJA O BBIIIOJHEHUH 3TUX KOMAaHI. /[paliBEpBI 4acTO HUCIIOJIB3YIOT
ATOT JHWCIETYEp [UIsl TEPECBUIKM KOMaHJ BBOJA-BbIBOAA JPYTUM JApailBepam,
3aJIeiICTBOBAaHHBIM B pealn3aliui HHTepdeiica Toro ke ycTpoicTBa U y4acTBYIOIIUM B
YIPABJIEHUH M.

Mucneruyep PnP paGoraeT B TECHOM B3aMMOJICHCTBUHM C JIMCIIETYEPOM BBO/IA-
BbIBOIa U Opaiieepamu wiun (bus drivers) - omgHOW W3 Pa3sHOBHIHOCTEH JIPaliBEpOB
ycTporcTB. OH yIIpaBIIsI€T BBIICICHUEM aIlIaPATHBIX PECYPCOB, a TAKKE PACIO3HAET
YCTPOMCTBA M pearupyeT Ha UX MOAKIIOUYECHUE W OTKIIIOYCHHE.

Jucneruep PnP u npaiiBepbl HIMH OTBEYAIOT 3a 3arpy3Ky COOTBETCTBYIOIIETO
ApaiiBepa Ipu OOHapy>KEHUM HOBOro ycTpoicrsa. Ecimm ycTpoiicTBO noOaBisieTcs B
CUCTEMY, B KOTOpPOW HET HYKHOIO JpaiBepa YCTPOMCTBA, KOMIIOHEHTHI
VCIIOJIHUTEIIbHOW CHCTEMBI, OTBEYAIOUIME 3a MOMACPKKY PrP, BBI3BIBAIOT CEpBUCHI
YCTaHOBKH YCTPOMCTB, NOAAECPKUBAaEMbIe aucrierdyepoM PriP mosb30Barensckoro pesxxuma.

Peectp ciyxur B KauecTBe Oa3bl JaHHBIX, B KOTOPOM XPAHUTCS OMHCAaHUE
OCHOBHBIX YCTPOWCTB, MOJKIIFOUYEHHBIX K CUCTEME, a TAKXKE MapaMeTpbl MHULIMAIA3ALIAN
JpaiiBEpOB U KOH(UTYpaLMOHHbIE HACTPOUKH.

INF-paiinbl  uConb3yloTCS Ui YCTAHOBKHM JPAaliBEpOB; OHHM  CBS3BIBAIOT
KOHKPETHOE aIapaTHOE YCTPOUCTBO C JipailBepoM, KOTOPbIi OepeT Ha ceOs BEAyIIyIO
posib B ympaBiieHud d5TuM yctpoirictBoM. Conepxumoe INF-daiina cocroutr wus
MHCTPYKLUM, OIMCBIBAIOIIMX COOTBETCTBYIOLIEE YCTPOMCTBO, MCXOJHOE M ILIEJIEBOE
MECTOHaXOJeHue (haiioB JipaiiBepa, U3MEHEHMsI, KOTOPbIE HY>KHO BHECTU B PEECTp
MIpU YCTaHOBKE JpaiiBepa, 1 UH(POPMALIHIO O 3aBUCUMOCTSIX JpaiBepa.

CAT-¢aiinbl xpaHaT IUQPPOBBIE MOMAMUCH, KOTOPHIC YIOCTOBEPSIIOT (ailiibl
JpaiiBepoB, MPOIICIIINX UCHbITaHusA B Jadopatopuu Microsoft Windows Hardware
Qualiry Lab (WHQL).

YpoBenb aGcTparupoBanus ot ooopynoBanusi (HAL) m3onmpyer apaiiBepsl
oT crnenuduueckux OCOOEHHOCTEM KOHKPETHBIX IPOLIECCOPOB M KOHTPOJUIEPOB
npepeiBaHui, mnognepikuBas APl, ckpbiBaronme MeXmiaTpopMeHHble pasnuuus. B

cyuiHoct, HAL siBisiercst ipailBepoM IIMHBI JJIs TEX YCTPOWCTB HA MATEPUHCKOM I1aTe
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KOMIIBIOTEPA, KOTOPBIE HE KOHTPOIUPYIOTCA APYTUMHU APARBEPAMH.

2 OO0paboTka 3anpocoB BBOAa-BbiBOAA
KaK HpaBI/IJ'IO, 3anpoc Ha BBOI-BBIBOA BbBIJIACTCsI HpI/IJ'IO)KeHI/IeM, BBIITOJIHAOIITNUM

COOTBETCTBYIOIIYIO ONEpaluio (HampuMmep, YTEHHE MaHHBIX C YCTpPOICTBA); TaKue
orepaiuu 00pabdaThIBAIOTCS JTMCIETUYEPOM BBOJA-BBIBOAA, OAHUM WM HECKOJIBKUMHU
npariBepamu yctpoiicts 1 HAL.

B WIindows moToku BBITIONHSIOT OMEpaliy BBOJA-BbIBOJA HAJl BUPTYAJbHBIMH
(daitnamun. OnepanmonHas cucreMa aOCTparMpyeT BCE 3allpoCchl HAa BBOI-BBIBO/I,
CKpbIBasi TOT (PaKkT, 4TO KOHEYHOE YCTPOWCTBO BBOJA-BHIBOJA MOKET M HE OBIThH
YCTPOMCTBOM ¢ (DaiisIOBOM CTPYKTYpOH. ITO MO3BOJISIECT 0000IUTh HHTEPhEHC MEXKTY
MPUJIOKEHUSMU U YCTPOMCTBAMU.

Takum 00pazom, BHPTyaJbHbIA (pailji OTHOCUTCA K JHOOOMY HCTOYHUKY WU
MIPUEMHHUKY BBOJa-BbIBOJa ((paiimy, KaTajory, UIMEHOBAaHHOMY KaHaly W I[OYTOBOMY
ALIUKY), KOTOPBIA paccMarpuBaercsl Kak (paiin. Bee cunThiBaeMble MK 3allMChIBAEMbIE
JIAaHHBIE TIPE/ICTABIISIOTCS TPOCTHIMU TOTOKaMK OAHTOB, HATIPABIISIEMBIMU B BUPTYaJIbHBIE
(aiinbl.

[TpusnoxeHus MOJIL30BATEIBCKOTO pexMMa (K Kakoil Obl MOACHCTEME OHM HU
otHocunch - Win32, POSIX umu OS/2) BbI3BIBAIOT JTOKYMEHTHPOBaHHbIC (DYHKIIWH,
KOTOpBIE B CBOKO OU€pe/ib 0OpaIaroTcsl K BHYTPEHHUM (DYHKIIMSM MOACUCTEMBI BBOJIA-
BBIBOJ/IA JIJISl YTEHUs/3amucu (ailia v il BBIMOJIHEHUS IPYTHX ONepanui. 3ampochl,
aJpeCOBaHHbIC BHUPTyalIbHBIM (haiijiam, JUCIETYEp BBOJA-BBIBOJA JUHAMHUYECKU

HaITpaBJIsIET COOTBETCTBYIOIIUM JIpaiBEpaM yCTPOUCTB.

2.1 fJucnem4ep seo0da-ebigo0a
Jucnemuep 6s00a-eévieooa (I/O manager) ompezaenaser MOJENIb JIOCTABKH

3aMpOCOB HA BBOJI-BBIBO/I IpaiiBEPaM YCTPOMCTB.

[Toacucrema BBOa-BbIBOJIA YIIPABJISICTCS MAKETAMM.

BoNbIMMHCTBO 3ampocoB BBOJIA-BBIBO/IA MPEACTABISCTCS NMAKeTAMM 3alpocoB
BBoaa-BbIBoAa (I/O request packets, IRP), nepenaBaeMbIX OT OAHOTO KOMITOHEHTA

MOJICUCTEMBI BBOIa-BbIBOIA IpyTroMy(ObICTpHIN BBOA-BEIBOJ IRP He ncnomnsayer).
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Iloncncrema BBOIA-BBIBOAA TO3BOJISIET ITOTOKY NPWIIOKEHWS YIPABIAATH Cpaszy
HECKOJIBKMMM 3aIlpOCAMHU Ha BBOJI-BBIBO/L.

IRP — 5310 cTpyKTypa [JaHHBIX, KOTOpasi COAEP:KUT HHGOPMALHIO,
MOJIHOCTBHIO ONUCHIBAIOLIYIO 32IIPOC BBOAA-BbIBO/A.

Hucneryep BBOAa-BeIBOa co3faeT |IRP (mpexncrtaBnsromuili onepanuioo BBOJA-
BBIBOJIA), II€peiaeT ykaszarenb Ha |IRP cooTBeTcTBYIOIIEMY ApaiiBepy U yAAISIET MaKeT 110
3aBEPLICHUHN OIIEpalli BBOJA-BBIBO/IA.

HpaiiBep, nomyuuBiinii |RP, BBINONHSAET yKa3aHHYyI0 B IAKETE OIEpalUI0 U
Bo3Bpaiiaer IRP mucneryepy BBoJa-BbiBO/A, YTOOBI TOT JIMOO 3aBEPILMII 3Ty ONEPALIHIO,
0o mepeal makeT Apyromy JpaiBepy AJis TaibHENIe 00padoTKu.

Jlucneryep BBOJA-BbIBO/A HE TOJIBKO co3/1aeT U yHUUTOxaeT IRP, Ho u conepkut
o01Mii UIs1 Pa3JIMYHBIX APaiiBepPOB KO, KOTOPbIA OHU HMCIIOJB3YIOT IpU 00pabOTKe
BBOJIa-BbIBOJIA. briaromaps aTomMy IpaiBepsl CTaly NPOLIe U KOMITakTHee. Tak, ogHa U3
(byHKIMI qricTieTyepa BBOIa-BhIBOA MIO3BOJISIET IpaiiBepy BHI3BIBATD IPYTHUE JPANBEPHI.

Jucneryep Taxkxke ynpasjsieT OydepaMu 3alpocoB BBOJA-BbIBOAA, TalM-
ayramMM JpaliBepOB M PpPerucTpupyer, KakKue YyCTaHaBJIMBaeMmble (ailjioBbIe
CHCTEMBbI 3arpys;Kal0Tcsl B ONEPALMOHHYIO cucTreMy. /IpaiiBepbl YCTPOHCTB MOIYT
BbB3BIBATH OKO0JI0O COTHM (PYyHKIHMHA, MNpeIocTaB/sAeMbIX AUCIETYEPOM BBOJAA-
BBIBO/IA.

JucrieTduep BBOJA-BbIBOJA TAKXKE MPENOCTABISIET TMOKHUE CEPBUCHI BBOA-BBIBOAA,
Ha OCHOBE KOTOPBIX MOJICUCTEMBI OKpYyx)eHusl (Hampumep, Win32 u POSIX) peanmzytor
cBOU (PyHKUMU. B uX 4uClio BXOAST CepBUCH ACHHXPOHHOI'0 BBOJAA-BbIBOJIA, KOTOPHIE
Jal0T  BO3MOXKHOCTH ~ pa3pabOTYMKaM  CO3/1aBaTh  BBICOKOMPOM3BOAUTEIbHbBIE
MaciTabupyemble CepBEpHBIE MPHIIOKEHHS.

YHubunupoBaHHbIi MOAYIbHBIN HHTEP(DENC TpaiiBepOB MO3BOJISIET AUCIIETYEPY
BBOJIa-BbIBOJIa BBI3bIBATh JIIOOOM JpaiiBep, HUYEro HE 3HAas O €ro CTPYKType H
BHYTpPEHHEM YycTpoiicTBe. OmepanuonHas cuctemMa oOpaldaThIBaeT 3arpochkl Ha BBOJI-
BbIBOJI TaK, OyITO OHHM ajApecoBaHbl (paiinam; apaiiBep NpeoOpaszyeT 3ampochkl K
BUPTYaJIbHOMY (aiiily B 3aIpOChl, CrielM(HYHbIE 151 yCTpOorCTBa. [lpaiiBephl Takke MOTYT

BBI3BIBATH JIPYT Apyra(depes3 AUcreTyep BBOIa-BbIBOA), 00eCIeurnBasi MHOTOYPOBHEBYIO
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HE3aBUCUMYIO0 00pabOTKY 3aIpOCOB Ha BBOJ-BBIBO/I.

KpoMe oOBMHBIX (DYHKIMA JUIS OTKPBITHSA, 3aKPBITHS, YTCHUS U 3allHCH
nojicucteMa BBoza-BeiBosia WINdOWS mpemocTaBisieT psii JOMONMHUTEIBHBIX (DYHKIHH,
HaTpuMep, Ui aCHHXPOHHOTO, TPSMOTO U 0y(epr30BaHHOTO BBOJIA-BBIBOJIA, & TAKKE

ISl BBOJIa-BhIBOJIA [T0 MeXaHU3MYy «Scatter/gathery.

2.2 [Opaueepbl ycmpolicme
I[J'DI HHTCTpalvi € JUCIICTYCPOM BBOAA-BbIBOJAd W APYIMMH KOMIIOHCHTAMU

MOJICUCTEMBl  BBOJA-BBIBOJA, JpailiBEp YCTPOWCTBA JOJDKEH ObITh HamMcaH B
COOTBETCTBUU C MIPABUJIAMH, CIIEHU(PUYHBIMH JIJIs1 YIIPABIIEMOr0 UM THIA YCTPOMCTB U

JUIS1 €TO POJIM B YIIPABJICHUY TAKUMH YCTPOMCTBAMMU.

2.2.1 Tvnbl gpanBepoB YCTPOUCTB
Windows momiepkuBaeT MHOKECTBO THIIOB JIPABEPOB YCTPOWCTB U CPEIl MX

nporpaMmupoBanusi. Cpefbl MNpPOrpaMMHUPOBAHUS MOTYT pa3dyarhCs Jaxke s
IpaiiBEpOB OJHOIO THUMA - B 3aBUCUMOCTH OT THUIIA YCTPOWCTBA, [JIsI KOTOPOIO
MpeAHA3HAYCH JpanBep.

[paiiBepsl ¢paitsioBoil cucreMsbl. [IpyHMMarOT 3ampocbl Ha BBOJ-BBIBOI U
BBITIOJIHSIIOT WX, BblJaBas OoJiee crenuduueckue 3ampochl JpaiiBepaM yCTPONCTB
BHEIIIHEN NaMSTH WM CETEBBIM JpaiiBEpaM.

Npaiieppr ~ Windows.  [lpaiiBepsl ~ yCTpOMCTB, TIpH  HEOOXOAUMOCTH
HMHTEIPUPYEMBIE C JUCIIETYEpaMu deKTponuTanus U PriP. B ux 4ucio BXoasT npanBepbl
JUISl yCTPOMCTB BHEIIHEN NTaMSITH, CTEKOB IIPOTOKOJIOB M CETEBBIX aAaTEePOB.

WDM-ppaiiBepsbl. /{111 B3auMOAECHCTBHS JpaliBEpOB YCTPOMCTB C SJIpOM U
UCTIOJIHUTEIBHOM  CHCTEMOW BO BCEX ONEpaluoHHBIX cucremax  Windows
UCIIOJIb3YETCs TaK Ha3bIBaeMasi Mojieihb apaisepos Windows (Windows Driver Model,
WDM).

CymectByert Tpu Tuna WWDM-npaiiBepos.

m /[paitéepbt wiun. YpaBIsSioOT JOTUYECKAMU WM (GU3MYeCKUMH THaMU. [Iprmeps
s - PCMCIA, PCI, USB, IEEE 1394, ISA. JlpaiiBep 1mmHbI OTBEYaeT 3a pacrio3HaBaHUE

YCTPOMCTB, NOAKIIOYEHHBIX K YIIPABIIEMOM UM IIMHE, ONOBEIICHNE O HUX AUCIIETYEPA
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PP u ynpasnenne napamerpamMu 3JI€KTPOIUTAHUS IIMHBIL.

m OynKyuonanvHvle Opaiiéepsvl. YTPABIAIOT KOHKPETHBIM THUIIOM YCTPOWCTB.
OYHKIMOHAIBHBIM ~ CUUTACTCSl JIpaliBep, HSKCHOPTUPYIONUN pabouuii uHTEepderic
YCTpOICTBa onepaunoHHOW cucteme. Kak mpaBmiio, 3To ApaiiBep, OoJblIe APYyrHx
3HAIOMIUN O (PYHKIIMOHUPOBAHUH OTIPEACIIEHHOTO YCTPOICTBA.

m /lpaiigepvr hunompog. 3anumaromue 0osiee BBICOKUN JIOTMUECKUH YPOBEHb, YEM
(GyHKIMOHANIBHBIE JpaiiBepbl, OHU JOMOJHAIOT (DYHKIMOHAIBHOCTh WM HM3MEHSIOT
MOBEICHUE YCTPOMCTBA MO0 JIpyroro japaiiBepa. Tak, yTUINTY JUisd IiepexBaTa BBOAA C
KJIaBUAaTypbl MOXKHO peaiM30BaTb B BUAE JpaiiBepa (uibTpa KIABUATYPBI,
pacIoNioKEHHOr0 Ha 00Jee BBICOKOM YpPOBHE, 4YeM (DYHKUMOHAJIBHBIA JApaiiBep
KJIaBUATYPBI.

B WDM nu oauH apaiiBep He OTBEYAET 3a BCE ACHEKThI YIPABJICHUSI KOHKPETHBIM
YCTPOMCTBOM.

JlpaiiBep mMHBI ONpeeseT U3MEHEHUsI B COCTaBE YCTPOMCTB Ha IMHE (TpU
MOJIKJIFOYEHUH U OTKJIFOUEHUH YCTPOMCTB), moMoraet aucnerdepy PP B nepeuncnenuu
YCTPOMCTB Ha IIMHE, OOpamaercss K CHEMU(PUYHBIM s LIMHBI PErucTpam U B
HEKOTOPBIX CIIyYasiX YIPAaBISET 3JEKTPOIUTAHUEM MOJKIFOYEHHBIX K IIIMHE YCTPOUCTB.

K anmapaTHo# yacTu ycTpoicTBa 00BIYHO 0OpAIAETCsI TOIBKO (DYHKITMOHATIBHBIN
Ipausep.

» JlpaiiBepnl kiaaccoB (class drivers). Peanusyror 00paboTKy BBOA-BbIBO/A JIJIS
KOHKPETHOT'O KJIacca YCTPOWCTB, HAIPUMEP, TUCKOBBIX YCTPOMCTB, JEHTOYHBIX
HakonuTesnei i nprusoaoB CD-ROM.

» [lopt-gpaiiBepnr (port drivers). OOpabaThiBalOT 3ampochkl Ha BBOJ-BBIBOJ,
cnenupuIHbIE JJIS OTPE/ISTICHHOTO TUTIA ITOPTa BBOAA-BhIBO1a, HarpuMep SCSI.
[TopTt-apaiiBepsl peasiu3yroTcs Kak OMOIMOTeKH QYHKIUN peKuMa spa, a He Kak
JpaiBEPbl YCTPOMCTB.

* Mununopt-apaiiBepbl (Miniport drivers). IIpeoOpa3yoT yHHBEpcaabHBIC
3arpochl BBOAA-BBIBO/IA K MOPTY KOHKPETHOT'O THUIMA B 3alpPOCHI, CHEIU(PUIUHbIE
IUIA ajantepa KOHKpeTHoro tumna, Hampumep ans SCSl-agantepa. MuHUnopt-

JpaiBepbl  SBIAIOTCA  WCTHUHHBIMM  JIpailBepaMH  YCTPOMCTB,  KOTOpBIE
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UMIIOPTUPYIOT (QYHKIMH, IPEIOCTABIISIEMbIE TOPT-APaHBEPOM.

2.2.2 CTtpykTtypa apanBepa. OCHOBHbIe npoueaypbl.
BoinonHennemM ApaiiBEpOB YCTPOMCTB YIPABIISIET MOJCUCTEMA BBOJIA-BBIBOJIA.

JpaiiBep ycTpoiicTBa COCTOMT U3 HAOOpa MPOIIEYD, BHI3bIBAEMBIX Ha PA3IUUHBIX dTarax
00pabOTKH 3arpoca BBOIa-BbIBO/IA.

Nuummanu3upyomas npouexypa. [lucnerdep BBOJA-BbIBO/IA BBIMOJHSET
MHUIHATH3UPYIOIIYIO MPOIEAYPY JpaiiBepa (KoTopas OOBIYHO HasbiBaeTcs Driver-
Entry) mpu 3arpyske 3Toro jJpaiiBepa B OnepanydoHHyIO cucteMy. /laHHas mporemypa
PETUCTPUPYET OCTATILHBIE MTPOLIEAYPHI ApaliBepa B AUCIIETYEPE BBOAA-BBIBO/IA, 3AIIOJIHSS
COOTBETCTBYIOIICH HMHPOpMAIMEN CUCTEMHBIC CTPYKTYpPbl JaHHBIX, W BBIMOJHSET
HEOOXOUMYIO TNI00ATHHYI0 HHUITUAIM3ALINIO ipaiBepa.

IIpouenypa nodaBieHust ycrpoiicrBa. Takue mnpouenypbl peanu3yroTcs B
npaiiBepax, noanepxkuBaronmx Plug and Play. Uepes sty mponenypy mucnerdep PnP
MOCHIJIACT JIpaiBepy yBEIOMIICHHE NTPU OOHAPYKEHUH YCTPOKUCTBA, 32 KOTOPOE OTBEYAET
JTaHHBIA JpaiiBep. BbimonHss 3Ty mnpouenypy, ApaiBep OOBIMHO CO3Ma€T OOBEKT
«YCTPOMCTBO», NPEICTABIIIIOIINHI alllapaTHOE YCTPOMCTBO.

IIpouenypsl aucneryepu3anmu. IT0 OCHOBHbIC (DYHKIIUU, TIPEIOCTABIISIEMbIC
JpaifiBEpOM YCTPOMNCTBA, HANPUMEpP JJIsi OTKPBITHS, 3aKPBITHS, YTCHUS, 3allUCU U
pealiM3alyy JAPYyruX BO3MOXKHOCTEM YCTpOMCTBA, (haillIoBOM CHUCTEMBI WM CETH.
Jlucnietyep BBOAA-BBIBOJA, BBI3BAHHBIA JJIsi BBIMOJIHEHUS ONEpaIlMM BBOJIA-BBIBOJIA,
renepupyer IRP wu oOpammaercs k gpaiiBepy uepe3 OIHY U3 €ro Mporexyp
JTUCTIETYEPUBALINH.

Ipouenypa uHUIUANMH BBOAA-BbIBOAA. C TOMOIIBIO STOM MPOLETYpPbI
JpaiiBep MOKET MHUIIMMPOBATH Mepeady JaHHbIX KaK Ha YCTPOMCTBO, TaK U C HETo. JTa
MpolLIeTypa ONpeIesieTCs JIUIIb B ApaiBepax, UCTIOIB3YIONIUX MOICPKKY TUCTIETUEpa
BBOJIa-BbIBO/IA 7151 cepuanmzanuu IRR Jlucneryep BBoma-BeiBoga cepuammsyeT IRP mis
npaiiBepa, TapaHTUPYS OIHOBPEMEHHYIO 00paboTKy uM Toibko omHoro IRR.
BonbmmHCTBO NipaiiBepoB 00pabdaThIBalOT cpa3y Heckosibko |IRP, Ho cepuanuzanus nmeer
CMBICI 17151 HEKOTOPBIX JIpailBEpOB, B YACTHOCTH JJIs1 ApaiiBepa KI1aBUATYpPHI.

IMpouenypa o6cay:xkuBanusi mnpepsiBanmii  (ISR). Korma ycrpoiictBo



Onepanuonnbie cuctemsl Jlekius 11(3) (Ynpasnenue BBogomM-BeiBoioMm B Windows) 8

TeHEepHUpYeT MpephIBaHue, AUCIETYEp MPEephIBAaHUM sIpa rnepeaaeT yrnpaBieHHe 3Tou
nporeaype. B monem BBoma-BeiBoga Windows mporiemypsr ISR paborator Ha ypoBHE
DIRQL (Device IRQL), mo3TOMy OHH BBIMOJHIIOT MUHAMYM JICHCTBHI BO H30€KaHUE
CIIMIIKOM MPOJODKUATENILHONW OJIOKUPOBKU MpepbIBaHUN Oojiee HU3KOTrO ypoBHS. J[ist
BBITIOJTHEHHUS OCTaJIbHOM 4acTu o0paboTku mpepbiBanus ISR craBut B ouepens DPC
(deferred procedure call), Boemmomasembiii npu Oonee Hu3koM IRQL  (ypoBHs
«DPC/dispatch»). ISR wumerorcst numb B JApaiiBepax YCTPOWCTB, VYIIPABISEMbBIX
MpephIBaHUSIMU, — HAIIPUMED, B JipaiiBepe QaitnoBoit cuctemsl ISR Her.

DPC-nponenypa o6padoTrku mnpepwsiBanuii. DPC-mpomenypa BbITOTHSET
OCHOBHYIO 4acTh 00pabOTKM MpEephIBaHUS, OCTABIIYIOCS 1mocie BemoaHeHus ISR. Ona
pabotaer mpu Oonee HuzkoM IRQL (yposus «DPC/dispatch»), yem ISR, 4roObl He
6mokupoBaTh 6e3 HeoOXxoauMocCTH npyrue npepbiBanus. DPC-niporienypa nHHULIIMHPYET
3aBepIICHUE TeKyIlel onepaiy BBOJIa-BbIBOJIA U BBIOJHEHUE CIIEYIONICH Oonepanun
BBO/1a-BbIBOJIa U3 OUEPE/IU HA IAaHHOM YCTpPOMCTBE.

OnHa WM HeCKOJbKO NMpOoLeAYypP 3aBeplleHusl BBOJa-BbIBOAA. Y ApaiiBepa
MOT'YT OBITh MPOLETYPhI 3aBEPLICHUS BBO/IA-BbIBO/IA, YBEJOMIISIOIINE €r0 00 OKOHYaHUU
o0paboTtku IRP npaiiBepom 6osee Hu3koro yposHs. Harpumep, aucrierdep BBOAa-BbIBOIA
BBI3BIBACT MPOIIEYPY 3aBEPILICHUS BBOIAa-BbIBOJIA ApaiiBepa (aillioBO CUCTEMBI, KOTa
NpaiiBep YCTpOWCTBA 3aKaHYMBAET Mepefady MaHHBIX B ¢aill wim U3 Hero. Jra
mpoleaypa yBeaomIisieT ApaiBep (aillioBoil cucTeMbl 00 yAauHOM WM HEYJa4YHOM
3aBEpIIICHUH OTEpalliid WM O €€ OTMEHE, a TaKKe IMO3BOJIIET JpaiiBepy (aiaoBoit
CHCTEMBI OCBOOOIUTH PECYPCHI.

IIpouenypa orMeHbl BBOJAA-BbIBOAA. Eciu omeparusi BBOJa-BHIBOAA MOMKET
OBITb OTMEHEHa, JipaiiBep OIpeessieT OHY WK OoJiee MpoLeayp OTMEHBI BBOA-BbIBOA.
[TomyunB IRP s 3ampoca BBOJA-BBIBOJA, KOTOPBIA MOXET ObITH OTMEHEH, ApaiiBep
csa3biBaeT ¢ |IRP mpouenypy ormensl. Eciay moTok, BbIABIIMI 3alIpOC HA BBOJ-BBIBO/,
3aBepIIaeTcs 10 OKOHYaHHUsA 00pabOTKH 3arpoca WM OTMEHSET OMEepaluio, TUCTIETIYEp
BBOJIa-BBIBOJIa BBHITIOJHSET TPOIETYPY OTMEHBI, CBsi3aHHYIO ¢ IRP (ecnu TakoBasi ecTb).
[Ipouieaypa OTMEHBI OTBEYAET 3a BBIMOJHEHHE JIIOOBIX JEHCTBUM, HEOOXOIMMBIX IS

OCBOOOYKICHHSI BCEX PECYPCOB, BbIIeTICHHBIX Mpu 00padoTke IRP, a Takke 3a 3aBepiieHue
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IRP co crarycom oTmMeHBL.

ITIpouenypa BbIrpy3KH. JTa npoueaypa 0CBOO0KIAET BCE CUCTEMHBIE PECYPCHI,
3a1eiCTBOBaHHBIE IPaliBEPOM, TIOCIIE YETO JUCIIETUEP BBOAA-BBIBOJIA MOXKET YIAIUTh UX
u3 namsty. [Ipu BeIMOTHEHNH TPOLIEAYPHI BBITPY3KH OOBIYHO OCBOOOKIAIOTCS PECYPCHI,
BBIJICJICHHbIE NPOLEAYpOol HHUIManu3auuu. [lpaliBep MOXKET 3arpyxarbCs MU
BBITPYKaThCsl BO BpeMs paOOThI CUCTEMBI.

IIpouexypa yBeaomJ/ieHus1 0 3aBepuIeHHMH Pad0ThI CHCTeMbl. JTa NpoLeaypa
MO3BOJIAET JpaiiBepy MPOBOJUTH OYUCTKY IIPY 3aBEPIICHUH PAOOThI CUCTEMBI.

Ipouenypsl perucrpauuu omuoOOK. [Ipy BO3ZHHMKHOBEHUU HEOXUIAAHHBIX
OLIMOOK (HarpuMep, KOrja Ha JTUCKE TMOSBISIETCS MOBPEXKIECHHBIA OJOK), MPOLEYPhI
pEerucTpanyy oUMOOK, MPUHAJICKAIIUE ApaiBepy, YBEIOMIIIOT O HUX TUCIIETYEP BBOJA-

BbIBOJIA. [locnenuuit 3anuchiBaeT ATy HHPOpMaIHIO B (haiiil xKypHalia OlInOOK.

2.3 [lMpumepsi ¢halinoeozo esoda-ebieoda
Hpaiiep (ailioBoil cUCTEeMbl TMPUHUMAET 3alpoCc Ha 3alKUCh JIaHHBIX B

OTpEENICHHOE MECTO KOHKpeTHOro ¢aina. OH mpeoOpas3yeT ero B 3ampoc Ha 3amluch
OTIPEICNIEHHOTO YKCca OalT MO OMpPENETICHHOMY «JIOTHYECKOMY» aJpecy Ha JHUCKE.
ITocne aToro oH mepemaer 3TOT 3ampoc(uepe3 IUCIeTYep BBOAA-BBIBOAA) MPOCTOMY
npaiiBepy aucka. [lociennuii B CBOXO odepeap Ipeodpa3yeT 3anpoc B (pU3HIecKuii aapec
Ha Jucke (IWIMHIP/IOPOKKA/CEKTOP) W TO3UIMOHUPYET TOJIOBKUA JHUCKOBOTO
YCTPOMCTBA JIJIs1 3AMUCH IAHHBIX.

JlucnieTdyep BBO/Ia-BbIBO/IA MOTYYAET 3alPOC HA 3aMUCh, B KOTOPOM aJpec 3aucCh
OTHOCHUTEJICH Hauvally KOHKpeTHoro daiina. [lanee aucrieTdyep BBOJA-BBIBOJA MEpeaacT
3arpoc apaiBepy GaiaoBo CUCTEMBI, KOTOPBIN Mpeodpa3yeT nH(OpMaIIHIO 3arpoca B
aZpec Hayvayia 3alyCh Ha JWMCKE W YHCIO OailT, KOTOphbIE HYXXHO 3amvcaTh Ha JIUCK.
JpaiiBep QaiiioBoil cucTtembl IepeaaeT yepe3 JIUCTeT4Yep BBOAA-BBIBOJA 3amlpocC
TpaBepy IMCKa, KOTOPBINA TPAHCIUPYET €ro B (PU3NYECKHIA aJipec Ha TUCKE ¥ TIEPEHOCUT
HY)KHbIEC JaHHBIE.

[Tockobky Bce apaiiBephl - U yCTPOUCTB, U (PaiiyIOBOM CUCTEMBI - IPEIOCTABIISIOT
OTIEPAIIMOHHONW CHCTEME OJMHAKOBYI0 HWH(MPACTPYKTYpPY, B HX HEPAPXUIO JIETKO

N00aBUThH €IlIe OAWH JApaiBep, HE U3MEHSISI CYIIECTBYIOIINE ApaiBepbl WM MOJACUCTEMY
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BBOJA-BbIBOJIa. Hampumep, BBeOsS COOTBETCTBYIOLIMM JpaBEP, MOYKHO JIOTHYECKU
IIPEJCTABUTHh HECKOJIBKO JMCKOB KaK OJWH OOJbIION nuck. Takoil IpaiiBep, KCTarTw,
nmeercs B WINdows - oH oOecrieunBaeT MOICPKKY OTKA30yCTOWYMBBIX JIUCKOB.
HpaiiBep nucneTdepa TOMOB BIIOJHE JIOTMYHO PAa3MEIIAECTCS MEXKAY ApalBepaMu

(haiisIoBOM CUCTEMBI U TUCKOB.

3 CprKTypbl AadHHbIX, CBA3dHHbIe C BBOOAOM-BbIBOOAOM
C 3anpocaMu BBOJIa-BbIBOJIA CBA3AHBI YETHIPE OCHOBHBIE CTPYKTYPbI JaHHBIX:

"  00BEeKTHI «(ailin,
"  OOBEKTHI «IpaBepy,
" OOBEKTHI YCTPOHCTBOY

" nakeThbl 3ampocoB BBoAa-BbiBoaa (IRP).

3.1 O6bexkmbI «ghaliny.
OOBbeKThl «(hailim» SBISAIOTCS CTPYKTypaMU pexuMa sapa, KOTOPbIE TOYHO

COOTBETCTBYIOT OlpeieieHrI0 00bekToB B Windows:

OTO CHUCTEMHBIE PECYPCHI, JOCTYIIHBIE JUIsl COBMECTHOTO MCIOJIb30BaHUS JABYM
WM HECKOJIBKUM IpOLIecCcaM, Y HUX MOTYT ObITh UMEHA, MX 3alUTa 00eCreunBaeTCs
MO/IEJIBIO 3aIUTHl OOBEKTOB, U OHU MOAJIEP)KUBAIOT CHHXPOHHU3ALHUIO.

XoTs OOJBIIMHCTBO pasaeisieMbix pecypcoB B WINdOws GasupyeTcs B mamsTH,
OCHOBHAsl 4acTb PECYpPCOB, C KOTOPbIMM HMMEET JeJ0 MOJCHCTEMAa BBOAA-BHIBOJA,
pa3mMeraercss Ha (PU3MUECKUX YCTPOMCTBaX WM MpeacraBiseT ux. HecMotpst Ha Ty
pa3HUIly, ONepaly HaJ COBMECTHO MCIOJb3YEMbIMH PECYypCaMiy MOJACUCTEMBI BBOJIA-
BBIBOJIA OCYIIECTBIISIIOTCS Kak Haj oObekTramu. OOBEKTHl «(ail» - MpeacTaBlICHHUE
PECYPCOB B MaMsITH, KOTOPOE 00ECIIEUYMBAET YTCHUE U 3aIIUCh JAHHBIX B 3TH PECYPCHI.

Korma moTok oTkpwIBaeT (aili WM mpocToe yCTPOMCTBO, AMUCIETYEP BBOIA-
BBIBOJIa BO3BpAIIlacT ONMcaTellb 00heKTa «(haliny.

[Ipumep TOTrO, YTO MPOUCXOTUT MPHU OTKPHITUH (haiiia.

Hanpumep, C-miporpamma BbI3bIBAE€T W3 CTAHAAPTHOM OMONMMOTEKH (YHKIIUIO
fopen, koropas B cBoto ouepens BoizbiBaeT Win32-dynkmmro CreateFile.

Hanee DLL moacucrembr Win32 (B manHom ciydae — Kernel32.dll) Bei3biBaer
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¢ynkmmro  NtCreateFile w3  Ntdll.dll. Dra ¢yaxkmms B NtdllLdll - comepxur
COOTBETCTBYIOIIME KOMAHJIbI, BBI3BIBAIOIIUE IMEPEXOJ B PEKUM SApa B JAUCICTICD
CHUCTEMHBIX CEpBHCOB, KOTOPBI 1 oOparaetcs Kk HacTosuer Gpyukuuu NtCreateFile
u3 Ntoskrnl.exe

Kak u npyrue oObeKThI HCHIOHUTEILHON CUCTEMBI, OOBEKTHI «(Paiiny 3alHIIAI0TCS
JICCKPUIITOPAMH 3allUThI, KOTOPbIC COAEPXAT CIUCOK ympasieHus goctyrnom (ACL).
UYroOb1 BeIsICHUTH, T03BOJsieT i ACL (aiima momyduTh Mporeccy THI JOCTYIIA,
3aIlPOIICHHBIN €ro MOTOKOM, TUCTIETYEP BBOIa-BhIBOAA O0OPAIIACTCS K CUCTEME 3aIlUTHI.
Ecnu ma, mucnietyep 0OBEKTOB paspemiaeT JOCTYI M COMOCTABISET MPEAOCTaBICHHbIC
npaBa JOCTyTIa C onurcareneM (paiina, Bo3BpamaeMbIM OTOKy. Ecin atomy uimm qpyromy
MOTOKY TOTO € Ipollecca MOHAA00STCs NOMOJHUTENbHBIE onepaluu ¢ (aiaom, He
YKa3aHHbIE B HWCXOMHOM 3amlpoce, €My MPHIETCS OTKPBITh HOBBIM OIUCATesh, IO
KOTOpPOMY TO>ke€ OyIeT MpoBe/ieHa IMPOBEPKa MpaB JIOCTYIIA

[TockonbKy 00BEKT «ailiy — MmpeAcTaBICHUEe Pa3IeIsIeMOro pecypca B aMsITH,
a He caM pecypc, OH OTJIIMYAETCS OT OCTATBHBIX OOHEKTOB UCIIOTHUTEIHHON CHCTEMBI.

OOBexT «haitiny CONEPKUT JIUITH JTAHHbBIC, YHUKAIBHBIC IS ONHIcaTes 00bEKTa,
TOTJIa KaK COOCTBEHHO (pailll — COBMECTHO HCIOJIb3yEMbIE JAHHBIE WU TEKCT.

Beskuii pa3, korjja mOTOK OTKpBIBAET ornucarenb (paiiia, co3maeTcsi HOBbI OOBEKT
«(haitim» ¢ HOBBIM HAOOPOM aTpUOYTOB, CTICHU(DUIHBIM JIJISI STOTO OMUCATETIS.

Hanpumep, atpubyT «Tekyliee cMelieHne B OaiTaxy» OnpeneseT MecTo B (paiine,
rye OyJyT 3alucaHbl WIM CYMTaHBI CICIYIOIIME JaHHBIC MO TEKYIIEMY OMHCATeNo. Y
Ka)XJIOTO OIHMcaTessl OJHOTO W TOTro ke (haiia cBoe 3HAUCHHE aTpUOyTa «TEKyIIee
CMeEIIEHUE B OalTax».

Kpome Toro, o0bekT «haitiny yHUKaJICH IS TIPOLIECCa; UCKIIFOUYCHUE COCTABIISIFOT
CITy4yad, KOT/ia Ipoliecc AyOIupyeT onucaTens (aiiia ajist epeaayn ApyroMmy mporeccy,
WA KOTJIa JIOYEPHHI MPOIECC HACIEIyeT onucareb (aiiya oT poauTeIhCKOro. ToIbKO
B 3TUX JABYX CIIy4asx IPOIIECCHl PACIOJIaral0T OTACIBHBIMH OIMCATEISIMH, KOTOPHIE
CCBUIAIOTCSl HA OJIUH U TOT e 00BEKT «hailin.

Onwucarens (aiina yHHKaJICH IS TIPOIecca, HO OMpenesieMblii UM (PU3NIECKHIA

pecypc - HeT. [ToaToMy, Kak U MpH AOCTYTIE K JTF000MY JIpyromMy 00IIEMY pecypcy, TOTOKU
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JOJDKHBl CHHXPOHU3UPOBATh CBOE OOpaIlleHHe K COBMECTHO HCIONB3yeMbIM (haiiiam,
KaTtajoram u yctpoicTtBaM. Ecnu, Hanpumep, MOTOK YTO-TO 3alMChIBAaeT B (Pailii, TO IpU
OTKpBITUM onucarens (ailjla OH JOJDKEH yKa3aTb MOHOIIOJBHBIA JOCTYI JUIS 3allMCH,
4YTOOBI JIPyTMe TMOTOKA HE MOTJIM 3alMCHIBaTh B ATOT (hailyl OMHOBPEMEHHO C MEPBBIM
IOTOKOM. B KauecTBe agbTepHAaTHBBI IMOTOK MOXKET 3a0JIOKMPOBATH HA BPEMs 3allCH

4acTh aiiaa ¢ nomoripio Win32-dyuxmuu LockFile.

3.2 O6bekmbl «Opalieep» U «ycmpolcmeo»
Korna IIOTOK OTKPBIBACT OIIKMCATCIIb 00BeKTa «(bap”m», AUCIICTYCP BBOAA-BbIBOAA,

UCXOJsl U3 MMEHU 3TOr0 OOBEKTa, JOJDKEH OMNpENeNMTh, K KakoMmy JpaiiBepy (wiv
NpariBepaM) HYy>KHO oOpaTUThcs 11 00paboTKu 3ampoca. bosee Toro, aucneryep BBoja-
BBIBOJIA JIOJDKEH 3HATh, TJI€ HANTU 3Ty MH(GOpPMAIIHIO, KOT/Ia B CICAYIOIMIUNA pa3 MOTOK
BHOBb BOCIOJIB3YETCSI TEM K€ onucaresieM (paiina. J{ist 3Toro npeiHa3HayeHbl CIEAYIOIHe
OOBEKTHI.

* OOBEKT «apaiiBep», MPEACTABISIOMIMI OTAENbHBIA JpaiiBep B CHCTEME.
NmMeHHO OT 3TOro OObEKTa IUCHETYEP BBOJA-BBIBOJA IMOJIYYAET aapec
IpoIeyphl JUCTIETYEPU3ALIUY (TOYKH BXOJa) ApaiiBepa.

* OOBEKT «YCTPOWCTBOY», MPEACTABISAIOIIMUN (PU3NUECKOE WM JIOTUYECKOE
YCTPOMCTBO B CHCTEME U ONUCHIBAIOIINN €T0 XapaKTEPUCTUKHU, HAITPUMED,
rpaHuIlbl BbIpaBHUBaHUS OydepoB U aapeca ouepeneit misa npuema IRP,
MOCTYTAKOMINX HA 3TO YCTPOMCTBO.

JlucrieTuep BBOJA-BBIBO/IA CO3JIAET OOBEKT «IpaiBep» MpH 3arpy3Ke B CUCTEMY
COOTBETCTBYIOILIETO JIpaiiBepa M BbBI3BIBAECT €r0 WHULIMAIU3UPYIONUIYIO MPOLEAYPY
(marpumep, DriverEntry), koTopas 3anuchiBacT B aTpuOyThl 00BEKTa TOYKH BXOJ1a TOTO
IpanBepa.

[Tocne 3arpy3ku pApaiiBep MOXKET CO03/1aBaTh OOBEKTHI «YCTPOMCTBO» ISt
MIPECTABIICHUsT yYCTPOMCTB WU Jaxke i (hopmupoBaHusi mHTep(deiica apaiiBepa
(Be3oBoM loCreateDevice). Oxnako OombiuacTBO WWDM-/IpaiiBepoB co31a0T 00BEKTHI
«yCTPOMCTBO» C MOMOIIIBIO CBOUX TMPOLEAYP A0OABICHHUS YCTPOMCTB, KOTJa JUCIIETUYEP
PnP undopmupyer ux o mpUCYTCTBUH yMpaBisieMOro mmu yctpoiictBa. C Apyroii

CTOPOHBbI, YHACJICAOBAHHLIC ﬂpaﬁBepr CO31ar0T 0O0BEKTHI (<y0TpOﬁCTBO>) IIPHU BBI3OBE
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JMCIIETYEPOM BBOJA-BHIBOJA MX WHHUIMAIM3UPYIOMKX mpouenyp. Jucneryep BBOAA-
BBIBOJIA BBITPYKAET JIpaiiBep IMOCIIE YAAJIEHUS €ro MOCIEIHEro 00bEKTa «yCTPOMCTBOY,
KOTJIa CCHIJIOK Ha YCTPONCTBO OOJIBIIIE HET.

Co3naBasi OOBEKT «yCTPOMCTBOY», JpaiBep MOXET MPHUCBOMTH eMy ums. Torma
O0BEKT «YCTPOMCTBO» TIOMEIAETCI B MPOCTPAHCTBO HMMEH JucreTrdepa OOBEKTOB.
JlpaiiBep MOXKET ONpEeNeUTh UMS 3TOr0 OOBEKTa SIBHO WJIM MO3BOJUTH IUCIETYEPY
BBOJ/Ia-BbIBOJIa CTE€HEpUpPOBaTh €ro apromatuueckd [lo cormamennio, OOBEKTHI
«yCTPOWCTBO» TOMEINAIOTCS B KaTajJor mpocTpaHcTBa MMeH \Device, HemoCTYIHBIH
npusioxkeHusiM yepez Win32 API.

INPUMEYAHMUE Hekoropble ApaiiBepbl pa3MEIIAlOT OOBEKTHI «yCTPOMCTBOY» B
Katayiorax, oTM4YHbIX oT \Device. Tak, aucrierdep TomoB Logical Disk Manager cosnaer
OOBEKTBI «YCTPOMCTBO», MPENCTABISIOMIME pa3Aebl JKECTKOrO JHCKA, B KaTajore
\Device\HarddiskDmVolumes.

OOBEKT «yCTPOMCTBO» CCHUTACTCS HA CBOM OOBEKT «ApaiiBep», Oiaromapsi yemy
JWCTIIETYEep BBO/A-BBIBOJA 3HACT, M3 KAKOTO JpaiiBepa HY>KHO BbI3BATH MPOLECAYPY MPH
MOJTyYEHHUH 3ampoca BBO/A-BeiBOAa. C MOMOIIBI0 00BEKTa «yCTPONCTBO» OH HAXOIUT
OOBEKT «paiiBep», KOTOPBIM MPEACTaBIsET IpaiiBep, OOCTYKUBAIOIIUN YCTPONCTRBO.
[Tocne aToro oH oOpariaercss K 00BEKTY <«JIpaiiBep», UCIONB3Ys HOMEp (PYHKIUH W3
MCXOJIHOTO 3aIpoca; Kax bl HoMep (QYHKIMH COOTBETCTBYET TOUKE BXOJIa IpaiBepa.

C o00BEKTOM «ApailBep» HEpPEAKO COIMOCTABISETCS HECKOIBKO OOBEKTOB
«YCTPOHCTBOY.

Crucok OOBEKTOB «yCTPOMCTBO» MPEACTABISET (PU3NYECKHE M JIOTUYECKHE
YCTPOMCTBA, YINPABISIEMBIE ApPaWBEPOM. Tak, I KaKIOro pasliesia KECTKOro JUCKa
MMEETCS OT/IENBbHBINA 00BEKT «YCTPOHUCTBO™* ¢ MH(DOpMAIe, crierupruaHON ISl JTAHHOTO
pazznena. Ho m1st oOparnienust Ko BCeM pas/iesiaM UCIIOJIb3YETCSl OJUH U TOT XK€ paiiBep
KECTKOIO JAMCKa.

[Ipu BBITpy3KE ApaiiBepa M3 CHUCTEMBI AWCIETYEP BBOAA-BHIBO/IA C MOMOIIBIO
ouepei OOBEKTOB «YCTPOMCTBO» OIpENEesieT YCTPOCTBA, Ha KOTOpbIE MOBIUSET
yAaJeHUE ApanBepa.

Hcnonb3oBanue 00bEKTOB AJIs1 pErMcTpaliui HHGOPMAIMH O JIpaiiBepax 03HAYaeT,
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YTO JUCHETYEPY BBOJA-BbIBOJA HE HY)KHO 3HATh HHUKAKUX JETANIEH peau3aluu
npaiiBepoB. OH MPOCTO HAXOAWUT ApaiBep MO YKA3aTENI0, TEM CaMbIM IO3BOJISIS JIETKO
3arpy’aTh HOBBIE JpaiiBepbl M oOecrieuuBas MX NepeHocuMocTb. Kpome Toro,
MIPEJCTABJIEHUE YCTPOICTB U JPailBEpPOB Pa3HbIMU OOBEKTAMH YIIPOLIAET MOACUCTEME
BBO/Ia-BbIBO/IA 3aKPEIUICHUE IPABEPOB 3a JOTIOIHUTENIBHBIMUA YCTPONCTBAMHU, KOTOPBIE

IMOABJIAIOTCA IIPU H3MCHCHUU KOH(I)I/IpraHI/II/I CHUCTCMBEI.

3.3 lMakembi 3anpocoe e800a-ebie00a
Tlaxem sanpoca ssooa-eévisooa (1/O request packet, IRP) xpanut undopmaruro,

HYKHYIO JJ1s1 0OpaOOTKH 3arpoca Ha BBOJI-BBIBO/I.

Koraa moTok BI3bIBaET CEPBHC BBO/IA-BBIBOA, IUCIIETYEpP BBOA-BHIBOIA CO3/IACT
IRP nmist mpencraBieHus onepalyy B IPOLIECCE €€ BBIMOJIHEHUS MOJICUCTEMOI BBO/IA-
BBIBO/IA.

[Tocne co3nanus u nanmanu3ammu IRP qucnieTuep BBona-BoiBo1a coxpansieT B IRP

yKazaresb Ha 00bEKT «(aili» BHI3bIBAIOILETO MOTOKA.

4 TexHonorna BBoAa-BbiBOAaA
OmHOM U3 BaXXHBIX OCOOEHHOCTEN cucTeMbl BBOAa-BbiBo1a WIindows ssisercs

€€ aCUHXPOHHOCTb.

ACHHXPOHHBIE CEPBUCHI TO3BOJISIOT MPHUIIOKEHUIO BBIAATH 3allpoc BBOJA-
BBIBOZIA U MPOJIOJKATh paboOTy, MOKa YCTPOMCTBO MEPEAAET NaHHBIE.

Cucrema BBOJA-BBIBOJIA MOAJAECPKUBAET ABA PeKMMAa BBINOIHEHUS ONEPALIiA
(CMHXPOHHBIC | ACHHXPOHHBIE).

[TpuOan3uTENBbHO OJTHA TPETh OA30BBIX CEPBUCOB ACHHXPOHHBI [0 YMOJIUAHUIO,
K X YHCIY OTHOCSTCA TaKue UIUTEIbHbIC ONEpallii, KaK YTeHHE U 3aluch Qailna, a
TaK)K€ IPOCMOTP COAEPKUMOTO KaTajora.

Jlsis TOro, 4ToOBl HUCIOJIB30BATh PEXKUM, MPOTHUBOIOJIOKHBINA 3alaHHOMY IIO
YMOJIYAaHUIO, TMOTOK JIOJDKEH $BHO YyKa3aTh €ro INpH BbI30BE omnepanuu (B
TepMUHOJIOTMM Win32 acCHMHXPOHHBIM BBOJ-BBIBOJl HA3bIBAETCSI COBMELEHHBIM).
Korpa mpuuger BpeMs CHHXpPOHM3alMU C 3aBEPIICHHEM OINEpaldyd BBOJA-BBIBOJA,

IIOTOK MOJXET BBIIIOJHHATL BBI30B KAATh <AECKPHUITOP>, YyKa3aB B KayCCTBC
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napamMmeTpa JeCKpunTop ¢aiina.

OnHako HE3aBHCMMO OT TOTO, KaKOW pPEXUM BBOJA-BBIBOJA BBIOEpET
IMPUIIOKCHUC, CaMa CUCTCMaAa BBO/Id-BbIBOJa pa60TaeT IMOJJHOCTBIO ACHMHXPOHHO. I[J'IH
BBITIOJTHCHMSI aCHHXPOHHBIX 3allPOCOB B OIEPAIMOHHOW CHCTEME TPETyCMOTPCH

CHCHH&HBHBIfI Imponecc ¢ HCCKOJIbKHUMHU pa60qHMH ITIOTOKaMH.

4.1 Tunbi eeo0a-ebigo0a
CuHXPOHHBII

ACHHXPOHHBIH
IIpoenupyemblii

BeicTpbIii

4.2 CUHXPOHHbIl 8800-8b1800
BonsmmHcTBO onepaunﬁ BBOJa-BbIBOJIa HpI/IJ'IO)KeHI/Iﬁ SABJBICTCA CUHXPOHHBIM, T.

€. MPUJIOKEHHE JKJIET, KOT/Ia YCTPOKWCTBO BBIMIOJHUT MEpeaady JaHHBIX U BEPHET KOJI

cTaryca Io 3aBepIICHUH Orepaly BBoJa-BbiBoAA. [locie 3Toro mporpamma npooiKaet

paboTy 1 HEMENJICHHO UCTIOJIb3YET MOJTyuYeHHbIE TaHHbIe. B Takol nmpocreiiiieM BapuaHTe

Win32-pyukimn ReadFile u WriteFile Boemommsttorest cuaxponto. Ilepen Bo3spaTom

YIPaBJICHUS OHU JODKHBI 3aBEPIIUTH OMEPaIMIo0 BBOIa-BbIBOIA.

O0padoTKa CHHXPOHHOI'O 3aIPOCAa BBOJA-BHIBOIA

1. 3anpoc Ha BBOA-BBIBOJ Tiepeaaetcs yepe3 DLL nmoacucremsl.

2. DLL noncucremsl Bei3biBaeT cepBuc NtWriteFile nucrieTuepa BBo1a-BbIBOIA.

3. Jlucrieryep BBoAa-BbIBOAA co3aaeT IRP, onmchIBaromuii 3ampoc, 1 MOChIIAeT €ro
npaiiBepy (B 1aHHOM cCiIydae - ipaiiBepy yCTPOMCTBA), BbI3bIBAsI CBOIO (DYHKIIUIO
loCallDriver.

4. lpaiiBep nepenaet nanHbie u3 |IRP Ha ycTpoilcTBO 1 MHUIIMUPYET Onepalinio BBOJa-
BBIBO/IA.

5. JlpaiiBep yBeIOMJISIET O 3aBEPLICHUHU BBO/A-BbIBOJIA, TEHEPUPYSI PEPHIBAHUE.

6. Korpa ycTpoicTBO 3aBepiliaeT onepaiuio 1 BbI3bIBAET NPEepbIBAHUE, ApABED
yCTpOICTBA OOCTYKUBAET MTPEPHIBAHUE.

7. NpaiiBep Boi3biBaeT GyHkmmro loCompleteRequest aucrierdepa BBoga-BbIBO/IA, YTOOBI
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YBEIOMHTSH €ro0 0 3aBepiueHnn o0padotku IRE, u nucneruep BBoAa-BbIBOgA

3aBCcpmacT I[aHHBIﬁ 3aIl1poC Ha BBOA-BBIBOM.

4.3 ACUHXPOHHBbIU 8800-8b1800
AcunxpoHuwiii 8600-6b1600 TIO3BOJISIET MPWIOKEHUIO BbIIATH 3alpoC HAa BBOJ-

BBIBOJI Y TIPOJOJKUTh BBITIOJHEHUE, HE JOKUIASACH MEPEIayl JaHHBIX YCTPONWCTBOM.
OTOT TUIT BBOJIA-BbIBOJIA YBEIMYMUBAET 3((HEKTUBHOCTH PAOOThI MPUIIOKEHHUS, TIO3BOJISIS
3aHUMATBCS APYTUMU 33Ja4aMH, ITOKa BBIITOJIHSETCS ONEpalisi BBOJa-BbIBO/IA.

JI71s1 UCcTIOIb30BaHMsI ACUHXPOHHOTO BBOJA-BBIBOJIA, HEOOXOAMMO YKa3aTh MPHU
Bb13oBe CreateFile gpnar FILE__ FLAG_OVERLAPPED.

NHr1mmrpoBaB oreparyio aCHHXPOHHOTO BBOIa-BbIBOJIA, IMTOTOK JI0OJDKEH COOI0AATh
OCTOPOXKHOCTh M HE 0Opamarbcs K 3alpolICHHBIM JaHHBIM 10 HMX IOJy4eHHUsS OT
ycrporictBa. CleoBaTenbHO, MOTOK JAOHKEH CHHXPOHU3UPOBATh CBOE BBIIIOJIHEHUE C
3aBeplIeHueM OoOpaOOTKM 3ampoca Ha BBOJA-BBIBOJ, OTCIICKHBAs —OIUCATENb
CUHXPOHM3UPYIONIEro 00BheKTa (KOTOPHIM MOXET OBITh COOBITHE, MOPT 3aBEPIICHUS
BBOJIa-BbIBOJIa WJIM caM OOBEKT «(]aiim»), KOTOPBIM MO OKOHYAHWM BBOA-BBIBOJA
nepesier B cB000THOE COCTOSIHUE.

HezaBucumo ot Tuma 3arpoca Bce ornepaiuy BBoIa-BbIBO/Ia, npeacTaBisieMbie IRP,
CaMOW CHCTEMOM BBINOJIHSIOTCS ACUHXPOHHO: IMOCJIC WHUIMALAK 3aIpoca JpanBep
YCTpOICTBA BO3BpaIIaeT yINpaBJICHUE MOACUCTEME BBOAA-BBIBOJIA. A KOTJa OHA BEPHET
yIpaBieHUE MPUIIOKEHUIO, 3aBUCUT OT THIIA 3aIpoca.

[Ipumep mNpOXOXKIOEHUsSI 3ampoca Ha ACHUHXPOHHBIM BBOJ-BBIBOJ YepeE3
MHOTOYPOBHEBBIC JipaiiBepsl (pUMEp OTHOCHTCS K JUCKY, YIpaBisieMoMmy (haiioBoit
CHCTEMOI).

1. Jducnetuep BBOJA-BbIBOAA IMoOJIydaeT 3ampoc, coszmaer IRP  nmns ero
NpeACTaBIEHUs,, HO Ha 3TOT pa3 MEepeNacT MakeT ApaiBepy (GaiioBoil
cuctembl. C 3TOro MOMEHTa JipaiiBep (ailioBOi CUCTEMBI B OCHOBHOM M
YIPABJISIET OINEpalel BBOIA-BbIBOAA. B 3aBUCMMOCTH OT Tuma 3arpoca
daiioBas cucteMa rochuIaeT apanBepy aucka 1ot xe IRP wmm renepupyer
nononHutenbHble |IRP 1 nepeaaer ux sTomy apaiiBepy 1o OTAEIbHOCTH.

2. @aiinoBasi cucTeMa cKopee BCero 0yJieT MoBTOPHO ucnoib3oBath IRP, ecu
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MOJYYEHHBIM 3allpoC MOXXHO Ipeo0pa3oBaTh B €IMHBIA 3ampoc K
ycTporcTBy. Harmpumep, eciii NpuiioKEHUE BBIAACT 3alpoC HA YTEHUE
nepBbIx 512 GaiT u3 daiina Ha guckere, (aitmoBas cucremMa FAT mpocto
BBI30BET JpailBep AUCKA, OIPOCUB €0 CUUTATh OJMH CEKTOP C TOTO MECTa
Ha JIMCKETE, I71e HAUMHACTCS HY>KHbIHN (aii.

JIJ1st OIepKKU MCTIONIb30BaHMsT HECKOJIbKUMHU JipaiiBepamu IRP conepsxut Habop
OJIOKOB CTeKa (HE IMyTaTh CO CTEKOM ITOTOKA). DTH OJIOKM JaHHBIX - 10 OJHOMY Ha
Kbl BBI3BIBAEMBINM JpaliBep - XpaHAT WHGOpPMAIMIO, HEOOXOIUMYIO KaKIOMY
npaiiBepy JUisi 0OpabOTKM CBOEM dacTu 3armpoca (Hampumep, Homep (YHKIIUH,
MapaMeTPhbl, CBEICHUS O KOHTEKCTE JipaiiBepa).

I[lo mepe mnepemaun IRP or opHoro npaiiBepa Apyromy 3amojHSIOTCA
JOTIOJTHUTENbHBIE O70Kku cTeka. |RP MoXXHO cuMTarth aHajgoroMm cTreka B OTHOILICHUU
nob6asnenus u yaanenus ganHbix. Ho IRP He conocTapinsiercss HU ¢ KakuM MPOLIECCOM, U
ero pazmep GUKCUPOBaH.

[Tocne Toro kak ApaBep AUCKA 3aBEPIIACT NEepeaady JaHHBIX, TUCK T€HEPUPYET
MIpEPBIBaHKE, U BBOJI-BBIBOJ] 3aBEPILIACTCA.

4.4  TIpoeuupyemblii BBOJ BLIBOJ

@aitioBbIi  BBOJ-BBIBOJI C OTOOpaKEHHWEM B TMaMATh OCYIIECTBIACTCS
COBMECTHO CHCTEMOM BBOJA-BbIBOJA M MEHEIKEPOM BUPTYaJIbHOM IaMSTH.
PacnionoxeHHbIil Ha nucke (ailll MOKET paccMaTpUBATHCS KAaK YacTh BUPTYaJIbHOM
naMsaTH Tpollecca, MOATOMY, HampuMep, I 3aluCH JaHHBIX B (ailn mporeccy
JOCTaTOYHO OyAEeT 3amucaTh MX MO COOTBETCTBYIOIIEMY aapecy B MHaMsTH. OTH
M3MEHEHUs! OynyT 3amucaHbl JUCIETYEPOM BUPTYAJbHON MaMATH HA JHUCK B XOJE
OOBIYHOM OTIEpAINK OTKAYKH CTPAHUII.

[Ipu ocymecTBiaeHuu (ailloBOro BBOJIa-BBIBOAA C OTOOPaKEHHEM B MaMSITh
MIPOU3BOAUTEIILHOCTh TPHUJIOKEHNUN, KOTOPHIC BBIMOIHSIIOT 3HAYUTEIBHBIH 00BEM
BBOIa-BBIBOJIA WJIM PA0OTAIOT C OOJIBIIUM YUCIOM (PailsioB, MOXKET OBITh MOBBIIICHA.
DTOro HETPYJAHO JOCTUYb Oyiaronapsi AByM (pakTopam: BO-NEPBBIX, 3aMKUCh B MaMSITh
BBITIOJHSETCST TOpa3fgo ObICTpee 3amucu Ha JUCK, a BO-BTOPBIX, JIUCIETYEp

BUPTYaJIbHOM NaMSATH ONTUMHU3UPYET CBOU JOCTYII K JIUCKY.
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4.5 bBbICTPHI BBOA-BBIBO/
Beictperii BBo-BBIBOJ (fast 1/0) — cnienmaiibHbIN MeXaHU3M, KOTOPBIN ITO3BOJISIET

MOZICUCTEME BBOJa-BhIBO/Ia Hampsimyto, He reHepupys IRP, oOpamarbcs k mpaiiBepy
(haioBO CHUCTEMBI WM JIUCIETYEpY K3MIa (OBICTPHIA BBOJ-BHIBOJ OIMCHIBACTCS B
rmaBax 11 u 12). JlpaiiBep peructpupyeT CBOM TOYKH BXOJa JJsi OBICTPOro BBOJA-
BBIBOJIA, 3aIMCHIBAs MX aJipeca B CTPYKTYpPY, Ha KOTOPYIO cChUtaeTcs ykazarelb PFAST

IO_DISPATCH ero obnekTa «apaiBepy.



