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1 Uenb paboTbl
[lenbto paboOTBI  SABJISICTCS 3HAKOMCTBO C TOJUTUKOM YYETHBIX 3amucei

HOHBBOBaTeHeﬁ nu rpynn HOHBSOBaTeJIeﬁ B OHepaI_II/IOHHBIX CUcremax CeMeﬁCTBa
Linux

[IpoioKUTETEHOCTH pabOTHI — 2 Yaca

2 TeopeTuyeckasa 4yacTb

2.1 [Monb3osamenu OC Linux.

2.1.1 Twnbl nonb3oBaTeneu
B OC Linux cyiecTByeT Tpu THUIIa MOJIb30BaTEICH:

o root(oT aHriI. root - KOpeHb) — CyNEPIOIb30BaATENb, KOTOPBIA UMEET
npaBo Ha BbinojHeHue Bcex koMan OC. [IpucyTcTByeT B ccTeME 10 yMOIYAHHUIO.
B Ubuntu no yMoyyaHUIO aKKayHT 100t OTKIIOYEH, IOATOMY YTOOBI BOMTH

10J1 Y4E€THOM 3aIUChIO r00t , HEOOXOMMO BKJIIOUUTH r0Ot aKKAYHT.
o CucremMHbIe M0JIb30BATENHN - CUCTEMHBIE IIPOLECCH Y KOTOPBIX €CTh
YUETHBIE 3aIIMCH JJIsl YIIPABICHUS IPUBWIETUSIMH U TIPaBaMM JI0CTyNa K ¢ailnam u

karajioraM. Co3IaroTcs CUCTEMOI aBTOMAaTHUECKH.

o OObIuHBIE TMOJIB30BATEJM - YYETHbIE 3alUCU T0JIb30BaTEIEH,
JONYIICHHBIX K  ympaBleHutro  cucrtemou.  Co3garorcss ~ CUCTEMHBIM
aJIMUHUCTPATOPOM.

Kasxxplii moib30BaTellb UMEET CUMBOJIBHOE UMS M YUCTIOBOM HICHTHU(HUKATOD
noss3oBarens UID (User IDentificator).
e [lonw3oBarens root umeer UID=0.
e Cucremusblie nojn3oBarenu umerotr UID oT 1.
e Oo0b1unbIe nogn3oBateau nmeror UID ot 1000.
Ilonp30BaTenm MOTyT BXOAUTH B rpynnbl. Kaxzaplii 1oJb30BaTelb
00s13aTeJIbHO BXOJUT B OJIHY WJIM HECKOJIBKO IPYIIN TPYIIITY.
I'pynnel  uMmeroT uucinoBod uaeHtudukatop rpynmel  GID  (Group

I Dentificator).
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2.1.2 NHpopmauma o nonb3oBaTensx
B cucreme IMPUCYTCTBYCT CIICAYIOLIAs I/IH(i)OpMaHHH 0 KaKIOM IT10JIb30BAaTCIIC:

. Nms monp3oBatenst (USEr name) - B paMKax CHCTEMbI UM JOJDKHO
ObITh YHUKAJIbHBIM. B MMeHaxX J0JI7KHBI MCIOJIb30BATHCH TOJbKO AHIVIMHCKHE

OYKBbBI, YUCJIA U CHMBOJIbI M . (TOYKA).

. Wnentudukanmonusiii  Homep mnomab3oBarenss (UID) - sBmsercs
YHHUKAJIBHBIM UIEHTU(PUKATOPOM MOJIb30BaTeNsl B cucteMe. Cucrtema oTciaeKuBaeT

nosp3oBateneit mo UID, a He mo nmenaM.

. Wnentudukanuonusiii Homep rpymisl (GID) - o0o3HadaeT rpymiy, K
KOTOPOH OTHOCHUTCS MOJIb30BaTeNb. KaXaplii TIOJIB30BaTENIb MOKET TIPUHAIIICKATH
K OJTHOM WJIM HECKOJIbKUM rpymnmnam. [IpuHannexkHOCTh MOJIb30BaTENs K TPYIINE
yCTaHABJIMBACT CHUCTEMHBIH aJIMHHHCTPATOp, YTOOBI HMETh BO3MOXKHOCTH

OrpaHUYUBATH JOCTYII IOJH30BATENICH K TEM HIIM HHBIM PECYPCaM CHCTEMBI.
. [Tapoas (password) - mapoJib mosabp30BaTells B 3alMPOBAHHOM BH/IC.

. [TomHoe wums (full name) - momMuMoO CHCTEMHOrO HWMEHH MOXKET

MMPHUCYTCTBOBATDH IMOJHOC UM I1OJIb30BATCIIA, HAITPUMED, (baMI/IJ'II/ISI 1 UMs.

. Jomarauii katajor (home directory) - katanor, B KOTOPBIH MonaaaeT
NI0JIb30BaTeN b MOCEe BXOAa B cucTeMy. [1010OHBINA KaTajaor UMeeTcs y KaKIoro

M0JI30BATEISI, BCE MOJIb30BATENCKUE KATaJIOrH XpaHATCA B upekTopun /home.

. Hauanbnas o6osouka (login shell) - komananas o6omnouka, kotopas
OyzeT 3amyCcKaThCs MPHU BXOJIE B CHCTEMY.
2.1.3 KoHdurypauunoHHble dhannbl ¢ MHGOpMaLumen O nosib3oBaTesisx

Nudopmanus 0 MOJIb30BATENSX XPaHUTCS B CJIE Y FOIIMX
KOH(UTypallMOHHBIX (aitnax.

. ®aiin  passwd (etc/passwd) - comepxur umHpOpMamMoO 0
IIOJIb30BAaTCIIAX.

dopmMmar 3anuceil gaiina:
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user_name:password:UID:GID:full_name:home_directory:login_shell
Ecim maposnb xpaHuTes B 3amudpoBaHHOM BHjie B (haiiie /etc/shadow, To BMecTo

napoJisi ykaspiBaercs - X"

. ®@aiin group (etc/group) Conepxur MHPOPMALUIO O TpPyIIax
MOJIb30BATEIICH.

dopmar 3anuceit daiina:

group_name:password:GID:userl,user2,user3...

VY (aiinor /etc/passwd u /etc/group Bcerma omnpeesieHHbIC MpaBa JIOCTYIIA:
YTEHHUE U 3aIUCh I FO0t, /sl OCTaJIbHBIX MOJIB30BATENEH -TOJIBKO YTEHHUE.

. daiin shadow (etc/shadow) - naopmarms o MaposIsX MoJIb30BaTeICH

B 3ammmdpoBanHoM Buje. Daiin /etc/shadow MoxeT MpoyuTaTh TONBKO FOOt.

. daiin gshadow (etc/gshadow) — nadopmariys o mapossix TpyI.
. daiin useradd (etc/default/useradd) - daiin, 3agaromuii coiicTBa "o
yMOJTYaHUIO" I BceX J00aBIIsIEMbIX MMOJIb30BaTEIEH.
. daiin login.defs (/etc/login.defs) - copepxut HaCTPOIKY 1151 CO3AaHUSA
HOBBIX MOJIB30BATEIIEH.
» @aiin skel (/etc/skel) - xaramor ¢ nedonTHbEIME (ailiaMH, KOTOpPbIC

KOIIUPYIOTCA B I[OMaHIHI/If/i KaTaJIOI' KaXKI0I'0 IMOJIb30BaTCIIA IIPHU €10 CO3AaHHH.

2.2 [lpumeHeHue rnpas rosib3ogamerisi root 0s1s 8bINosIHeHUs1 3aday
aoMuHucmpuposaHusi

2.2.1 VNlcnonb3oBaHMe norvHa nonb3oBartend root
[Tonp3oBaTens roOt MMeeT mpaBa Ha BBIMOJHEHHE JIFOOBIX JEUCTBUU U

W3MEHEHHE JIIOObIX MmapaMeTpoB. Bce ocranbHbIE MOTB30BATEIN CUCTEMBI OOBIYHO
HE HMMEIOT OOJIBIIMHCTBA HEOOXOJMMBIX IpaB, HAMPUMEp, MPaB Ha YCTAHOBKY
MPOrpamMM, IOCKOJIBKY 3TO SIBJISIETCA aJIMUHHUCTPATUBHOM ONEpauueu, mpaBa Ha
KOTOPYIO €CThb TOJIbKO Yy root. Emé oaHOM pacnpoCTpaHEHHOW Olepanuen,
JIOCTYITHOW TOJBKO CYNEPIIOIb30BATEIIO0, SIBISECTCS KOMUPOBAHWE M HU3MEHEHHUE
(daiIoB B CUCTEMHBIX TAIKaxX, KyJa OOBIYHBIN MOJIB30BaTElNb JOCTYIA HE UMEET.

B Ubuntu nmo yMon4aHuio root-akkayHT OTKJIIOUYEH, MO3TOMY BOWTH MO

Y4ETHOM 3aIUCBIO IO0t, HE BKIIFOUMB €€, HEb3S.
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Otkmrouenne root-akkayHra B Ubuntu 3akirouaercss B TOM, 4TO y FoOt
MPOCTO HE 3a7aH naposib. [103TOMY MJIsl MOJIydeHHs] BO3MOKHOCTH HUCITOJIb30BaTh
root-10ruH He0OXO0IMMO YCTAHOBUTH JIJII HETO TIAapOJib:
sudo passwd root
JId oTKIIFOUEeHU YUETHOU 3aMCH T00t, HAJIO MPOCTO YAAIUTH €ro MapOJib:
sudo passwd -l root

2.2.2 Vicnonb3oBaHne yTunutbel sudo
B coBpemennpix amctpuOyTtmBax Linux BmecTo roOt-akkayHTa s

BBITTOJIHCHUS 3a/1a4 aIMUHUCTPUPOBAHUS HCIIONIb3yeTCs yTruinuTa sudo.
* Ha3nauyenme yTwimThI SUCO
sudo - 370 yTHIMTa, MPEIOCTABISIONIAS PUBUIICTHH 10Ot JUIS BBITOJHEHUS
aJIMUHHCTPATUBHBIX ONEpalMii B COOTBETCTBUU C TEKYUIMMH HACTPOUKaMHU
yTIAThl. C TOMOIIBI0 HACTPOEK YTHIIUTHI SUAO MOKHO pa3peliaTh Wik 3arperaTh

IIOJIB30BATCIISIM BBITIOJITHCHUC KOHKPCTHBIX HeﬁCTBHﬁ.

Ilo ymonuanuro, npu ycmanoske Ubuntu nepeomy noib3oeame’iio
(cozoasaemomy 60 epems ycmanoeKu) npeodOCMAGNAIOMCA NOJIHbLE

npaea Ha UcCnoib3oeanue sudo.

T.e. dakTuuecku meEpBbI MONB30BATEIh 00JIaJaeT TOW K€ CBOOOAOMU
JIEUCTBUM, UTO U rOOt.

Bce HacTpoiikk SUCO, cBs3aHHBIE C TpaBaMHM JOCTYyNa IOJIb30BaTeNeH,
xpanstcs B (aiine /etc/sudoers.

» IlpenocraBjieHne moIb30BaTeN 0 npas sudo.

B Ubuntu camsbrii mpocToii criocod mpeIocTaBuTh IMOIb30BaTeNto mpaBa SUdo
- 3T0 A00aBUThH TMOJB30BaTENd B Ipymnmy «Sudow. UjaeHbl 3TOH TPYIIBI MOTYT
BBITIOJTHATH JIFOOYIO KOMaH Ty depe3 sudo .

UtoObI 100ABUTH MOJIB30BATENS B TPYIITY, HEOOXOIUMO BHITIOJTHUTE KOMaHTY
usermod ot uMeHHM MoJIb30BaTesl FOOt uiu Ipyroro mosib3osareis sudo.

usermod —a -G sudo username

YroObl yOeauThCsS, YTO Yy IOJB30BATENs €CTh MNpUBHIETHH SUMO, Hamxo

BBINIOJIHUTH KOMaH 1y Whoami:
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sudo whoami

Ecnu y nons3oBatens ecth 10CTyn K sudo, KOMaH]1a BHIBE/IET:

root

Ecnu mosButcs cooOiieHue o0 OmmOKe «ImoJib30oBaTesisi HeT B (aiiie
sudoersy», ’T0 03HAYaET, UTO y MOJIb30BaTEeNs HET mpas sudo.

i 3anycx KOMaHp c npaBamMu root B TepmMuHane

Jlyist 3armycka B TepMUHaAJIE KOMaHIbI C TIpaBaMu OOt Hajgo HaOpaTh mepen
KOMaHI0M UMs YTHJIMTHI SUdO:

sudo <komanjma>

[Tociie BBOmA maposisi MOJB30BATENS yKAa3aHHAs KOMAaHAA HWCIOJHUTCA OT
nMmenu root.

Cucrema Kakoe-To BpeMs IOMHUT BBEAEHHBIN NAPOJIb (COXPaHIET OTKPBITOM
sudo-ceccuro). TlosToMy mpH MOCIACAYIOIIMX BBIIOJIHEHUAX SUJO BBOA Maposis
MOXET He moTpeOoBaTbes. J[si rapaHTHPOBAHHOIO MPEKpalieHHus ceccuu Sudo

HE00X0IMMO Ha0paTh B TEPMUHATIE

sudo -K

2.3 KomaHObI yripaeneHusi rosb3oeamerssimu
I[JISI YIIpaBJICHUA ITIOJIB30BATCIIAAMU UCIIOJB3YIOTCA CIACAYIOINC KOMAHAbI:

e useradd mim adduser — 100aBUTH HOBOTO IOJIb30BATEIIS.

e passwd — 3amaTh HapoiIb IS MOJIb30BATEIIS.

e uUsermod — U3MEHUTh MapaMeTPhl YIETHOM 3aIHUCH MOJIb30BATEIIS.

e userdel wau deluser — ynaauth yueTHYIO 3alIUCh MOJIb30BATEIIS.
JInst yripaBiieHHsI TPYIITaMU UCTIONB3YIOTCS CIIEAYIOIINE KOMAH/IbI:

e groupadd - 100aBIgET HOBYIO IPYIIITY.

e (gpasswd - ycTaHaBIMBA€eT MapOJIb TPYIIIILL.

e groupmod - u3MEeHEeHHE MapaMeTPOB TPYIIIILI.

e groupdel - ynanenue rpymmsl.
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2.3.1 [obaBneHune nonb3oBaTenemn
HpI/I CO3aHHMH HOBOT'O TIIOJIB30BATCIII ABTOMATHYCCKH  YKA3bIBAIOTCA

HECKOJIBKO IapameTpoB. B aiine /etc/passwd, 3aBoauTcst 3ammch ¢ yKa3aHHEM
MMEHH T0JIb30BaTesd, qoMalnHero karajgora, UID, GID. B karanor nomemaroTcs
(hailsibl THULMAIA3AIUA KOMAHHON 000JI0UKH.
1. Komanza useradd
CuHTaKCHC KOMaH/Ibl:
useradd [mapametpsI] username

JIJist co3aHus IMOJIb30BaTelIsl JOCTATOYHO BBHINOJHUTH KoMauay useradd u

YKaBaTB UM HOBOT'O ITOJIB30BaTCJIA.
sudo useradd test

[Tocae 3TOr0 HYXXHO 3a1aTh HAPOJIb IS CO3JAHHOTO MOJbp30Bares. [1apos
3a71aeTCs KOMaH 101 passwd

Komanma useradd B Ubuntu mpocTo co3AacT roJioro mojib30BaTeisi, a Bce
ocTajbHOE MPHIETCS H00aBJIATH IOTOM BPYUYHYIO.
2.  Ytuaura adduser

B Ubuntu ynoOnee monb3oBathess yruiautoi adduser, Tlpu ee
UCTIOIb30BAHNH, HYXXHO OyJIeT OTBETHUTh Ha HECKOJBbKO BOMPOCOB. B mporecce
BBIMOJIHEHHS KOMaHIbI Oy Iy T BUIHBI BCE IIATH [0 CO3aHHIO HOBOTO II0JIh30BATES.

2.3.2 KomaHabl yrnpaesneHua rpynnamMmm nosie3oBaTteriemn
VY4eTHbIE 3anKCH MOIB30BATEIEH CUCTEMBI MOTYT OOBEAUHATHCSA B TPYIIIIHI.

KOHHGHHHSI I'pyIin MOJIb30BaTEeNICH IO3BOJISICT YCTaHaBJIMBATh IIpaBa JOCTYIIA Ha
YPOBHC I'pYIIII MOJIb30BaTENICH BMECTO YCTAHOBKH aHAJIOTMYHBIX ITPaB A0CTYyIIA AJIA
KaXXJ0ro OTACJIbHOI'O IT0JIb30BAaTCIIA.

I[J'IH KaXXa0ro MmoJib30BaTCiisd CYHCCTBYCT JABa TUIIA I'PYIII, 3TO NMEPBUYHAA,
OCHOBHaHA JJIA HCTO I'pyIia U J0MOJHHUTEJIbHBIC.

. HeanqHaﬂ rpymma - c031a€TCsd aBTOMATHYCCKU IIpW CO3JaHUH
IIOJB30BATCIIA, B OOJBIINHCTBE ClIyda€B HMCCT TaKOC€ XKE HMs, KaK WU HMA

nosib3oBatess. [loap30BaTens MOXKET UMETh TOJIBKO OJIHY OCHOBHYIO TPYIIITY;
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. Bropuuynble rpynmnsl - 3TO JONOJHMTENIBHBIE I'PYIIBI, K KOTOPBIM
MOJIb30BaTeb MOXXET ObITh J00aBleH B TMpolecce paboThl, MaKCUMalIbHOE
KOJIMYECTBO TAKUX TPYIII AJIs [I0JIb30BaTeNs - 32;

OcHOBHas rpynna OTIMYAcTCS OT BTOPUYHBIX TE€M, 4TO BcCe (paiibl B
JOMAIIHEM KaTaJjiore MoJb30BaTe/Id HMEIOT 3Ty IPYIILY, U [IpU €€ CMEHE, IPyIIa
JTUX KaTaJOroB TOXKE IOMEHsAETCA. TakKe MMEHHO JTy IpymIly II0Jy4aroT BCE
(aiibl, CO3JaHHBIE MOJIb30BATEIEM.

YJeHCTBO TOJIb30BaTENICH B IPpYyIIax ONMUCHIBacTcs B Qaiiie /etc/group.

cat /etc/group

IIepBBIM IIOJIEM B CTPOKE C ONTMCAHUEM I'PYIIIBI I0JIb30BATEEH ABISETCSI UM
rpymnibl.

Bo BTopom mone pa3memiaercs (3ammppoBaHHBIN) MApPOJab IPynnbl (3TO
M0JIE€ MOXKET OBITh MMYCTHIM).

B tperbem mosie pasmemaercs MACHTH(PUKATOP IPynnbl WIA 3HAYCHUE
GID.

quBepTOC I10JIC ABJISACTCS CIIMCKOM YJICHOB I'PYIIIIBI.

2.4 HabnodeHue 3a nonb3osamesnsamu
COS,Z[aB y‘{eTHI)Ie 3aIIUCHU HOHBSOB&TCJ’IGI‘/JI nu HpCI[OCTaBI/IB 9TUM

MOJIb30BATEIISIM JIOCTYIT K peCypcaM CHCTEMbI, MOXHO MCIIOJIb30BaTh KOMaH/IbI
IUISE OTCIIC)KMBAHMS, KaK OHH HCIIOJIB3YIOT PECYPCHI.

Komanay find MoxHO wHCIONBb30BaTh Jiss TOHMCKA B CHCTeMe (haitios,
KOTOPBHIMH BJIaJICIOT BEIOPAHHBIC MTOJIH30BATEIIN;

Komanay du MOXHO HCIIOIB30BaTh, YTOOBI y3HATh, CKOJBKO IHCKOBOIO
IPOCTPAHCTBA 3aHUMAIOT JOMAIIHHAE KaTalOTH BRIOPAHHBIX MOJIh30BATEICH;

Komanzsr fuser, ps u tOp MOXHO HCITOJIB30BATh [JIS BRIICHEHHUS TOTO, KAKHE
IPOIIECCHI 3aMyIIEHBI MOJIb30BaATEIIMHU.

C momompo KoMauzabl last MokHO yBUAETh HHOOPMAIUIO O KaXKIOM
I0JIb30BaTENEe, KOTOPBINA BOIIET B CHCTEMY (MM OTKPBLI HOBBI HHTEPIPETATOP

KOMaHI(), a TaK¥KXC Y3HATb, KaK JO0JI'O OH HaxXOAWJICA B CHUCTCMC HJIM BCC CIHIC
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HaXoauTCs. PeKOMEHAyeTCs WCIOIb30BaTh MapaMmeTp -a Jia oO0ecCIeuYeHHs
yA0004YUTAEMOCTH.

Komansa lastb mokassiBaeT HeymauHbIE MONBITKH BXOa B CHCTEMY, a TAKIKE
OTKYyJla OHU MCXOIUJIIH.

Komanasr Who -u u users oto0OpakaroT HHGOPMALMIO O IOJIb30BATEIX,
HaxXOJSIIUXCA B CHCTEME Ha JITAaHHBIA MOMEHT.

[Tomrmo oTOOpa’keHUsT OCHOBHOM WH(OPMAIIUK O TIOJIB30BATENE (JIOTHH, WM,
JOMAIITHAH KaTajior, HHTEPIPETaTOp KOMaH U T. 1.), komanaa finger Takke BbIBemeT
Ha 3KpaH 00y MHGOPMAIIO, XPAHSIIYIOCS B CIICHUATBLHBIX (aifjlaXx B JIOMalTHEM

KaTaJ1ore 3Toro moJjJb30BaTcCiIAd.

3 BbIinonHeHne paboTol

3.1 3adaHue

1.Co3naTh y4€THBIE 3aMKCH MTOJIB30BATEICH
2. Co3ath y4ETHYIO 3aIIMCh TPYIIIBI ITOJIB30BATENEN
3. BKIIFOUUTH NIOJIB30BATEINIEN B TPYIIITY

4. HazHaunTh MOJIB30BATEIIIO MTPAB aAMUHUCTPATOPA

3.2 [lopsdok ebinonHeHuUs1 pabomsi

Boiitu B cuctemy moa yuétHoit 3amuchio stud XX (XX —uHIEKC rpyIIb).

3amycTuth nporpammy Oracle VM VirtualBox.

1

2

3. 3anmycTuTh BUPTYanbHyt0 MamuHy Uduntu.

4 Boiitu B cuctemy non yu€tHoit 3anuckto student
3.

2.1 Co30aHue nosnb3osamernel

1. OTKpBITh OKHO TEpMHHAIA

2. Ucnomwsys yrumury adduSer cosnaTe yueTHble 3amMcH HOJb30BaTelNei
admin_kaf, stud 51, stud 52, stud 53, stud 54, stud 55

Banate mapomu yuéteix samuceit (adminkaf, stud51, stud52, stud53,
stud54, stud55)
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3.2.2 Cos0aHue epynnkl rnonb3oeamersieu

1.  Cosmats rpynmy nomb3osareieit group stud3k
2.  Bxmouuts mnonsszosareneii stud 51, stud 52, stud 53, stud 54,

stud_55 B rpynmy group_stud3k.
3.2.3 HasHayeHue nonb3oeamernto admin_kaf npas admuHucmpamopa

1. BxutounTs nosib3oBaresns admin_kaf B Irpynny sudo

2. Boiitu B cuctemy noj yuérHoit anucsio admin_kaf

3.3 YOdaneHue yyémHoti 3anucu student
Wcnonw3ys yrunury userdel ynamate yuérayro zanmcs Student

3.4 [posepka npasunbHocmu co3daHusi nosb3oeamerel

Ucnons3ys yrunutel grep, id u cat, mpocmorpers uHpOpMamuio o
CO3JaHHBIX I10J1b30BaTelsAX B KOH(UrypalnuoHHBIX G¢aitnax /etc/passwd u

[etc/group

3.5 HabnwodeHue 3a nonb3osamernsimu
BBIHOJ'IHI/ITB KOMAaH/JIbI Ha6J'IIOI[CHI/I$I 3a IIOJIL30BATCIIAMMU.
find

du

fuser, ps u top

last

lastb

who -u

users

fingers

KoHTponbHbIe BOMNpOCHI
Kaxkue tunsl mons3oBareneit cymectByrotr B OC Linux?

4
1
2. Kakumu npaBamu o0jagaeT moiab30BaTeNb Foot?
3. B uém HasHaueHue yTHIHTHI SUO ?

4

Kak MO>XHO Ha3HAYHUTH MOJIH30BATENO ITpaBa SUd0?



Oneparrionnsie cuctembl JIad.pabora Ne2 (OC Ubuntu. YopasieHue monbp30BaTe/IsiMu) 13

5. B kakue rpynmnsl MOXKET BXOJUTH MOJIb30BATEINb?

5 JIMTEPATYPA
1. PoGaueBckuii A.M. Onepaunonnas cuctema UNIX.-CII6.: BXB-

[TerepOypr, 2001. — 528 c.:um.

2. Cepreit MBanoBckuii  OmepanmonHass cuctema Linux. M.:
ITo3naBarenbHas kuura mioc, 2001. — 512 c.

3. Heryc K. Ubuntu u Debian Linux mis mpoaBUHYTBIX. 2-€ H3M. —
CII0.: ITutep,2014. -384 c.: ui.

6 [lpunoxeHune
6.1 KomaHObI Ubuntu 0115 pabomesi ¢ rnonb3oeamernsimu

6.1.1 [NpocmoTp MHopMaLMn O Nonb3oBaTeENAX
$ cat /etc/ passwd — IIPOCMOTP YYETHBIX 3aIIMCEN ITOJIb30BaTEIICH

$ cat /etc/group - npocmoTp nHGOpMaLUK O TPYIIAX MONb30BaTENEH.

$ sudo cat etc/shadow — npocmoTp urpoOpMaIKK 0 MaposAX monb3oBaTeneii B
3a1r(poBaHHOM BUJIE.

$ sudo cat /etc/gshadow — npocmotp urdopmanuyu 0 maponsx TPy

$ cat etc/default/useradd- mnpocmorp ¢aitna, 3amarommii cBoiicTBa "mo
yMOJTYaHUIO" I BceX J00aBIIsIEMbIX MMOJIb30BaTEIEH.

$ useradd -D. npocmortp daiina, 3agaromiero cBoiicTsa "Mmo yMomdanmuo" A1 Bcex
100aBISEMBIX T10JIb30BATEIEN.

$ cat /etc/login.defs — nmpocmotp daiina, conepskaniero HaCTpPOMKY 171 CO3AaHUS
HOBBIX I10JIb30BATEJIEH.

$ cat /etc/skel - mpocmorp karamora ¢ nmedontHeIMEH (aitmamMu, KOTOpbIE
KOIMMPYIOTCS B JOMAIIHUM KATaIOT KaXk 0T HOJIL30BATENs [IPU €r0 CO3aHIN

6.1.2 Co3gaHne HOBOro nonb3oBaTens

I[J'ISI CO3J1aHMA HOBOTI'O IIOJB30BATCIIsA MOI'YT OBITh MCHOJIb30BaHBI YTHIIATHI

useradd u adduser
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1.

Yruanra useradd

$ useradd onmuu uMsi_moJIb30BaTEISA

OcHOBHEIE OO KOMaH/bI:

‘b - 0a30BbIH KaTaJIOT JJI pasMCIICHUS JOMAIITHCTO KaTajliora I10JIb30BaTCIIA,
no ymonmdanuio /home;

-C - KOMMEHTApH K yYETHOU 3aIlNCH;

-d - ngomammmii karamor, B KOTOpoM OyayT pasMemarbcs (ailibl
[I0JIb30BATES;

-€ - ;aTta, Korja y4eTHasl 3alHCh MOJb30BaTens Oyner 3a0J0KHpoBaHa, B
dopmare ['TTT-MM-I1/1;

-f - 3a6m0xMpOBaTE yueTHYIO 3aNKCh Ccpa3y MOCIE CO3IAHMS;

-0 - OCHOBHas IpyIIla MoJab30BaTeNs,;

-G - CIMCOK AOMOIHUTENBHBIX TPYIIIL;

-K - xaranor ¢ ma6nonamMu KoHQUIypaHOHHBIX (aiiIoB;

- - He coxpansaTs nHpOpManHKIO 0 Bxoaax nojk3oBatens B lastlog u faillog;
-M - co3maBaTh JOMAITHUI KaTaJlIOT TOJIB30BATENs, €CIM OH HE CYIIECTBYET;
-M - He co371aBaTE JOMAIIHIOK MANKY;

-N - He co3maBath rpymny ¢ UMEHEM MOJIL30BATEIIS;

-0 - pa3pemuTh CO3JaHHME TOJIb30BaTeNsd linuX ¢ HEyHUKAIbHBIM
uaeHtudukaropom UID;

-P - 3agaTh Napoib NOJIB30BATENIS;

-I' - co3gaTh CHCTEMHOIO MOJb30BaTENsl, HE MMEEeT OOOJIOUKM BXOja, 0e3
JAoMalrHei qupektopun u ¢ uaentudukaropom 10 SYS UID MAX;

-S - KoMaHAHast 000JI0YKa AJIs OJIb30BATES;

-U - uneHTuduKaTop IS MOJIB30BATEIIS;
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-D - o100pasuts mapamerpsl, KOTOPLIE UCIIOIB3YIOTCSA 10 YMOIYAHUIO IS
CO3JaHMs TOJIb30BaTelsl. Eciii BMecTe ¢ 3TOM ONIMer 3aJaTh €1ie KaKou-

100 mapaMeTp, TO ero 3HaAYCHHUE TI0 YMOTYaHHIO OYET NEPeornpeieIeHO.

[Ipumepsr:
$ useradd -D IIPOCMOTP HapaMeTPOB MO YMOIYAHUIO

$ sudo useradd student CO3IaHUE TOJH30BATENs, 0€3 KOMAHIHOTO
IPOILIECCOPa, MapoJIs | PYIIIL.
$ sudo useradd p stud_51 s /bin/bash student cosnanue nons3osarens ¢
yKa3aHHUEM IapoJisi ¥ KOMaHIHOTO MPOIIeccopa.

Bce MOXHO yKasaTh BpPY4YHYIO, IPH IOMOIIM JOIMOJHHUTEIBHBIX OIILIUIA.
CrucoK oMU MOXHO TPOCMOTpeTh KoMan 10# useradd --help wim useradd -h.

2. Yruaurta adduser
$ sudo adduser <ums moJib30BaTesI>

Jlo0GaBisieTcs Moab30BaATENb « ) ...
JloGaBnsieTcst HoBast rpymma « » (1001) ...
JoOaBinsiercs HOBbIM noJib3oBatesb «» (1001) B rpymmy «o» ...
Co3panue mo4ToBoro sumka: @anm CymecTByeT
Cozmaéresa nomarauii karaisor «/home/» ...
Komnuposanue ¢aiinos u3 «/etc/skel» ...
Beenute HoBBINM mTaposb UNIX:
IToBTOpHUTE BBOA HOBOTrO Naposss UNIX:
passwd: maposb yCremnHo 0OHOBIEH
N3menenune nHbopMammu o moJib3oBaTesne t
Brenure HoBoe 3HaueHue uin HaxxkmuTe ENTER niis BeiOopa 3HaueHus o
YMOJTYaHUIO
[Tomroe ums []: Techlist

Howmep koMHaTHI []:

Pabouwnii Tenedon []:
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Jomarrauii TenedoH [ ]:

Apyroe []: 9

. Jlannast ungopmanus koppekta? [Y/n] y

6.1.3 lNpoBepka co3gaHHOro nosnb3oBaTens
grep -E 'test' /etc/passwd

test:x:1001:1001::/home/test:

id test

uid=1001(test) gid=1001(test) rpynmer=1001(test)
6.1.4 YpaneHue nonb3oBaTens

sudo userdel ka4 <umMs moJab30BaATEIA>

Koarou

'f HpI/IHy,Z[HTCJ'IBHO YAAJIUTD IIOJIB30BATCIIA, JAKE CCIIN OH cenyac pa60TaeT B
CHCTEMC.

-r VY nanuTh JOMaNIHUN KaTajaor I0JIL30BaTEel.
6.1.5 CmeHa TekyLlero nornb3oBartens B TepMvHane.

SU <uM4 noJib30Bartejisd>

6.2 KomaHObl Ubuntu 05151 pabomei ¢ epyrnnamu rosib3oeamerseu

6.2.1 CosgaHue rpynnbl nosibaosaTenemn
$sudo groupadd onumu UMs_TpynmnbI

-f - ecnu rpynma yxke cymecTByer, TO yTHIMTAa BO3BpAINAET MOIOKHUTEIbHBI
pe3yJIbTaT OllepaLny;

-0 - ycTaHOBUTb 3HaueHue uaeHTudukaropa rpynmnsl GID BpyuHny1o;

-K - u3MeHuTH mapaMeTphl o0 yMOIYaHhI0 aBTOMAaTUYeCcKoi renepanuu GID;

-0 - pa3pemuTh Jo0aBJICHHUE IPYNIbl ¢ HeyHUuKaabHbIM GID;

-P - 3ama€t maposak Ui TPYIIIb;

-I' - yKa3bIBaeT, 4TO IpyIla CUCTEMHA,

-R - nosBonsieT u3aMeHUTH KOPHEBOI KAaTAJIOT.

$sudo groupadd stud3k
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6.2.2 [JobaBneHne y4€THOM 3annucy NonNb3oBaTeNs B rpynny
$sudo usermod omuun UMA_Tpynnbl HMs_ M0JIb30BATEJIA

-a — 100aBUTH MOJIb30BATEIS B HOBYIO IpyIy (HMCIOIb3yeTCs C ONMIHeH
G)

-0 — HaA3HAYUTH IJIABHOU IPYIIION

G — Ha3HAYNUTHh BTOPUYHOMN TPYIIIION

$sudo usermod —a —G stud3k stud 51

6.2.3 NpocmoTp rpynn nonb3oBaTens
$groups - mpocMOTp Py TEKYIIETO MOJIL30BATES

$groups ums_mnoJb3oBaTesisi — IPOCMOTP TPYIIIT APYTOro MOJIb30BATEIS

$groups stud_51

6.2.4 YaaneHue y4éTHOM 3annucu nonb3oBaTtesis n3 rpynmnbl
$sudo usermod -R <ums_rpynnbr> <uMmsi_I0JIb30BaTeJsI>

6.2.5 YganeHue rpynnbl nosi3oBaTtenem
$sudo delgroup <ums_rpynnbi>



